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TCP/IP Utilities

In this lesson, we will learn
about how to use the
TCP/IP utilities to test our
network. These functions
come in handy when
troubleshooting problems
on a network.

Name Description
: A utility to test connectivity with a
Ping )
network device
Gives the technician the complete
Ipconfig listing of addresses for our device’s
Network Interface Card
Nslookup Returns the DNS server IP address
Tracert Shows the number of hops from our
device to the IP address requested
Address Resolution Protocol utility
ARP that returns the MAC address of the
gateway router or server
Hostname Returns our computer name
Nbtstat Shows NETBIOS connections

Pathping

Acts as a Ping and Tracert utility




Ping is a TCP/IP Utility is
designed to test for
connectivity to another
device on the network.
We can use the function
to test to see If we are
connected to a router or
to see if the cable is
functioning.

Ping

C:“Documents and Settings>ping 192.168.18.1
Pinging 1?2_168_.18.1 with 32 hytes of data:

Reply from 1972.168.18.1: bytes=32 time<ims TTL=127
Reply from 122_.168.18.1: bytes=32 time<ims TTL=127
Reply from 172.168.18.1: bhytes=32 time{ims TTL=127
Reply from 172.168.18.1: bhytes=32 time<ims TTL=12%

Ping statistics for 192.168.18.1:

Packet=z: Sent = 4, Received = 4, Lozt = B (#x loss).
Approximate round trip times in milli-—seconds:

Minimum = Bmz=, Maximum = Bm=,. Average = Hms

C:sDocumentsz and Settings

We can type “ping”, then a space and then a IP address that exists on our network.
In this example, we ping 192.168.10.1. We receive from 192.168.10.1 four times in
1 millisecond. There is a summary report showing the number of packets sent,
received, and the approximate round trip time. The minimum, maximum and
average round trip is shown.



Request Timed Out

If the device being
plnged IS not on qr Pinging 172.168.18.3 with 32 bytes of data:
maybe the cable is s

. imed out.
defective or unp|ugged’ Hequest timed out.

Request timed out.

C:xDocuments and Settings>ping 192.168.180.3

we will get a “I’equest Request timed out.

' ” Ping statistics for 192.168.10._3:

tlmed out return_ four 1ngPacﬂe;s:1Eentm= 4, Received = B, Lost = 4 (188:x loss>.
tlmes as Wwe see in our C:sDocuments and Settings»_

example.

If we get a request timed out, we should always check that the cable is
connected to the personal computer. Next, we should check the computer’s
Device manager to see if the network interface card is operating. Between
these two checks, we typically can determine why the ping to the server is not

working.



Checking the Device Manager

In the DeVice Manager, we Can see the Intel{R) PRO/100 YE Network Connection Properties E]E|
Network Adapter is loaded and when wWe | (el priver | Detais | Resources

double click on the device, we can see

that the device is working properly in the
status report_ Device type: Metwark adapters

b anufacturer; [ntel

L Device Manager

Fle Action  View Help Location: PCl bus 3, device 8, function 0

& = Device statuz

=B, BSCEMWSFS46
+- iy Computer
+|-age Disk drives
+ -j Display adapters
+ i DVDCD-ROM drives
+|- {25 Hurnan Interface Devices
+-i=y IDE ATASATAPT controllers
+-zs Kevboards
+- ")y Mice and ather painting devices
+- % Manitars
- E& Metwork adapters

=X Tnkel(R ) PR 100 YE Mebvwiark

+- 5 Parts (COM & LPT) Device uzage:
+- %8 Processors
+-@), Sound, video and game controllers
+] g Storage volumes

+ System devices
+ Universal Serial Bus controllers k. ] [ Cancel

Thiz device is warking properly.

If wour are having problems with this device, click Troubleshoat ta
gtart the troubleshooter.




Ping by Name

We can ping a device by
its name on the network
or we can ping a web
server by typing the
Internet address such
www.google.com.

In our example, we
pinged a device called
computerl. We can
check the computer
name of another device
on the network and ping
that machine.

C:Documents and Settingsrping computerl

Pinging computerld [192.168.18.121 with 32 bytes of data:c

Reply from 192.168.18.12: bytes=32 time<ims TTL=128
192 _168.18.12: hytez=32 time<imz TTL=128
192 .168.18.12: bytez=32 time{imsz TTL=128
192.168.18.12: bytez=32 time<{imsz TTL=128

Ping statistics for 172.168.180.12:

Packets: Sent = 4, Received = 4, Lozt = @ (@x lo=zs),
Approximate round trip times in milli—seconds:

Minimum = Bns,. Maximum = Bms, Average = Bns

C:“Documents and SettingszX?

C:sDocuments and SettingsXping www.google.com
Pinging www.l.google.com [P4.125.225.19]1 with 32 hytesz of data:

P4.125.225.19: bytes=32 time=34ms TTL=55
P4.125.225.19: bytes=32 time=41ims TTL=55
P4.125.225.19: bytes=32 time=36msz TTL=55
P4.125.225.19: bytes=32 time=34ms TTL=55

Ping statistics for P4.125_.225.19:

Packetz: Sent = 4. Received = 4, Lozt = @ {Bx loss).
Approximate round trip times din milli—seconds:

Hinimum = 34msz, Maximum = 4ims, Average = Joms

C:sDocuments and Settings>




The IPConfig function will
give us the IP address of
our network interface cards
and of the gateway. A
gateway could be a router
or a server. After opening
the command line, we type
“ipconfig” and Enter. We
can see the wireless
network connection of
192.168.10.100 and subnet
mask of 255.255.255.0.
The default gateway of the
wireless router is
192.168.10.1.

IPConfig

C:sDocumentz and SettingsXipconfig

Windows IP Configuration

Ethernet adapter Wirelessz Metwork Connection:

Connection—specific DHS Suffix . @ Instructor

IP Address. . & -« = = & & = & « - = 192.168.108.108
Subnet Mazk : 200 205G 255.08
Default Gateway 172 16B.18.1

Ethernet adapter Local Area Connection:
Connection—specific DMNS Suffix . =
IP Addres=s. . . & & & & =« =& &« « - = 1922.168B.18.12
Subnet HMask : 205 25L.255.8
Default Gateway t 1?2.16B.18.1

C:sDocuments and Settings:_

We also can observe the wired network adapter has an IP address of
192.168.10.12, a subnet mask of 255.255.255.0 and a default gateway of

192.168.10.1 for the router.



IPConfig/all

A mOre Complete report C:*Documents and Settings’ipconfig-all

aboutourconunnerand Windows IP Configuration

the devices we are
connected to is the
Ipconfig/all report. This
report also contains the
network card’s Media
Access Control (MAC)
address that is unique.
This complete report is
more helpful when
troubleshooting client
server connections.

Host Mame . .

Primary Dns Sufflx

Mode Type . .

IF Routing Enahled
WINS Proxy Enahled. . .
DME Suffix Search List.

Connection—specific DNS Suffix

Description .
Physical Address
Dhecp Enabled.

Hutncnnflguratinn Enahled :

IF Address.
Subnet Mask . . .
Default Gateway .
DHCFP Server .

DME Servers .
Leasze Ohtalned
Lease Expires .

Ethernet adapter Local Area Connection:

Connection—specific DNS Suffix
Description . e e e e e e

Phyzical Address.
Dhcp Enabled.

IP Address.
Subnet Mask . . .
Default Gateway .
DHE Servers .

Primary WINS Server .
Secondary WINS Server .

C:~Documents and Settings>_

: computerd

: Hyhrid

: Ho

: Ho

: Instructor

Ethernet adapter Wireless Metwork Connection:

: Instructor

: D-Link WDA-2328 Dezktop Adapter

: BA-1C-FB-93-AE-BY

: Yes

: Yes

: 192.168.108.1688

= 255255 255.8

s 192.168.108.1

192 168 .18.4

: 192 1681841

: Swnday. March 13, 20811 3:37:13 PHM
: Sunday, March 13, 20811 6:37:13 PH

; Intel{R> PRO-18A UE Metwork Connecti
: BB—13-28-A6—-E5-79

: No

s 192 168.18.12
= 255.255.255.@
: 192.168.18.1
: 289.18_47.61

287 .18.47.62

: 172.168.188.1
: 192.168.18.248




IPConfig Release

When we are Connecting C:“Documents and Settings*ipconfig-release
to router using DynamiC Vindows IP Configuration

Host Control Protocol
(DHCP) , we can change

Ethernet adapter Wireless Metwork Connection:

Connection—specific DNS Suffix

our IP address by using IP Address. .« . -« .- oo :
ipconfig/release at the Default Gateway :

command line. The
report will show the IP
address and subnet
mask as 0.0.0.0.



IPConfig Renew

To getanew IP address e i S R S S Py
for the wireless Network — IE S o ————

interface card, we type
ipconfig/renew at the

Ethernet adapter Wireless Network Connection:

Connection—specific DNS Suffix : Instructor

command line. The . : 192.168.10.100
: : 255.255.255.0
requeSt IS sent to the : 192.168.10.1

router and in a few
seconds, the NIC is
assigned an IP address.



We can locate the
DNS server supporting
our computer by using
the NSLookup utility.

We type “nslookup” at
the command line and
the default DNS server
name and IP address
Is shown. We type exit
to leave the command.

NSLookup

C:sDocuments and Settingsinslookup
Default Server: dns—cac—l1b—81l.rr.com
Addressz: 207.18.47.61

* exit

C:sDocuments and Settings?_




Tracert

When We Want to Obta|n C:~Documents and Settings>tracert wwuw.google.com

Tracing route to www.l.google.com [P4.125.225.181
the rOUte that OUI’ over a maximum of 368 hops:
Computer iS taking to i L ns 5 L cpe—65-24-96—1 .columbus .res.rr.com [65.24.96.11
. . 6 ms 15 cpe—65-24-96—1 .columbus . res.rr.com [65.24.96.11
communicate with
. gigll-8-A-1313.clmbohl—rtr2.columbus.rr.com [24.
another network device, i e network-824-095-B86-181 .columbus .rr.com [24.95.8
-5 network-A65-189-141-608? .nurtn.rr.com [65.189_ 141
we use tne lracer
HH ) [ ns ae—3-B.crB.dca2B_thone.rr.com [66.1079_6.781]
TCP/IP Utl|lty. ns ae—1-@.pr@.dcalB.thone.rr.com [66.10%.6.165]

ns 66.107.9 .66

ns 216.237.48.112
ns 287 .85.242.288
ns 64.233.174.173
ns P4.125.225.18

In our example, we
trace route the Google
server by typing “tracert
www.google.com” at the
command line. Starting
at our location we can
see each hop to the
Google web server.

Trace complete.




The ARP (Address
Resolution Protocol)
TCP/IP Utility will find
the server or router
gateway’s IP address,
MAC address and type
of IP address, whether
static or dynamic.

ARP-A

C:“Documents and Settingsrarp —a

Interface: 122.168.18.12 —— Bx3
Internet Address Physical Address
122.168.168.1 HA-21-91-18-1c—87

C:sDocuments and Settings>




Hosthame

The Hostname TCP/IP C:sDocuments and Settings*hostname
Utility will bring up our computerl

computer’'s name.

C:sDocuments and Settings>




The NBTSTAT TCP/IP
Utility will show
NETBIOS connections
for each network card in
our computer.

NBTSTAT

C:sDocuments and Settings>nbtstat —n

ireless Metwork Connection:
Mode IpAddress: [1922.168.160.1881 Scope Id: [1

MetBIOS Local MHame Tahbhle

COMPUTER1 UNIQUE Regiztered
WORKGROUFP GROUF Registered
COMPUTER1 UNIQUE Registered
WORKGROUP GROUF Registered

Local Area Connection:
Mode IpAddress: [122.168.18.12]1 Scope Id: [1]

MetBIOS Local Mame Tahbhle

COMPUTER1 UNIQUE Regizstered
WORKGROUP GROUFP Registered
COMPUTER1 UNMIQUE Registered
WORKGROUFP GROUF Registered
WORKGROUP UNIQUE Registered
--__MSBROWSE__ .<81> GROUFP Registered



The Pathping TCP/IP
Utility will conduct a ping
test and tracert test
simultaneously.

Pathping

Ul :=~>pathping 172.38.56.13

Tracing route to hschsuvl3.bradfordschools.adroot [172.38.56.131

over a maximum of 38 hops:

A BSCBUSFS46 .bradfordschools.adroot [172.30.58.2281]
1 bhschsvlld . bradfordschools.adroot [172.38.56.131

Computing statistics for 25 seconds...
Source to Here Thiz HNode~-Link
Lost~Sent = Pct LostsSent = Pct

HDE RIT
[172_.30.58_2281

a- 188 51
a8, 188 8- 188 B

1 Bms
72.38.56.131

Trace complete.

I'ES S

Add
BSCBUSFS46 .bradfordschools . adroot

bschsvld.bradfordschools..adroot [1




Review

=

How do we open the command window to run a TCP/IP Utility?

What TCP/IP Utilities will give us the number of hops to a IP address
destination?

What TCP/IP Utility will give us the DNS server address for our network?
What TCP/IP Utility will tell us our computer’s name?

What TCP/IP Utility will give us the gateway’s MAC address?

What TCP/IP Utility will give us the NETBIOS names of our connections?
What is the difference between the IPConfig and IPConfig/all report?
What happens to the Ping report if the cable is unplugged?

9. How do we change our IP address on a DHCP router?

10.When we are in the NSlookup function, what do we type to close out the
report?

N

© N Ok W



	TCP/IP Diagnostic Utilities
	TCP/IP Utilities
	Ping
	Request Timed Out
	Checking the Device Manager
	Ping by Name
	IPConfig
	IPConfig/all
	IPConfig Release
	IPConfig Renew
	NSLookup
	Tracert
	ARP-A
	Hostname
	NBTSTAT
	Pathping
	Review

