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Two Types of File Sharing

Public file sharing has the
computer files located in the
Public folder and they are
accessible to anyone logged into
the server,

Regular File Sharing is what we
will configure on our Windows
Server 2012 computer where we
will identify individual users and
groups who can access the file.




Setting Static IPs in Server 2012

To access the window to change the file sharing settings on the server, we right |
click on the Network and Sharing Center icon on the right side of the Task Bar

and we choose Open Network and Sharing Center from the menu.
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Network and Sharing Center I;Ii-

T |55 < Metwork.. » Network and Sharing Center v &

| Search Control Panel

» |

Control Panel Home

Change adapter settings

Change advanced sharing
settings

See also
Internet Options

Windows Firewall

View your basic network information and set up connections

Wiew your active networks

Metwork Access type: Internet
Public network Connections: [ Ethernet

Change your networking settings

'ﬁ'h. Set up a new connection or network
= Set up a broadband, dial-up, or VPN connection; or set up a router or
access point.
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Troubleshoot problems

Diagnose and repair network problems, or get troubleshooting
informaticn,
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Advanced Sharing Settings

Open the Network and |+ Advanced sharing settings [= [o [T
Sharing Center and on © = 1 |#d « Networkand Shari.. » Advanced sharing settings v & | | Search Control Panel 2]
the IEft Side Scan for Change sharing options for different network profiles

the Cha nge Adva nced ‘::i:hd;\ra\;”c:ates a separate network profile for each netwark you use. You can choose specific options for

Sharing Settings and

then click on it.

Guest or Public (current profile)

Private @
@

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers.

() Turn on netwoerk discovery

(®) Turn off netwark discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(2 Turn on file and printer sharing
(® Turn off file and printer sharing

All Networks @




Public Folder Sharing

Next we should turn
on file and printer
sharing under the
Guest or Public profile
so that anyone with
network access can
share files in the
public folder. These
files would be
timesheets, standard
forms and not files
that require security
clearances.

Press the Save
Changes button to
retain the alterations.

Advanced sharing settings
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* T |h& <« Metwork and Shari.. » Advanced sharing settings v &

| Search Control Panel

» |

Change sharing options for different network profiles

Windows creates a separate network profile for each network you use. You can choose specific options for
each profile,

Private {v:u
Guest or Public (current profile) {;\:u

Metwork discovery

When network discovery is on, this computer can see other network computers and devices and is
visible to other network computers,

(2 Turn on network discovery

(®) Turn off network discovery

File and printer sharing

When file and printer sharing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

(®) Turn on file and printer sharing
() Turn off file and printer sharing

it
All Networks ()

| I5,'53\.re-:|*1anges || Cancel




Public Folder Sharing

Next we should turn [« Advanced sharing settings - [eT X

on Sha r'i ng for‘ people (-l * T ‘@-& < Metwork and Shari.. » Advanced sharing settings v & | Search Control Panel o |
Wlth nEtwork dCCesSS Change sharing options for different network profiles
or if they are |n the Windows creates a separate network profile for each network you use. You can choose specific options for

each profile,

same Homegroup. Private

This is found under Guest or Public (current profile)
the All  Networks All Networks
heading. Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders.

ONONG)

(®) Turn on sharing so anyone with network access can read and write files in the Public folders
Press the Save () Turn off Public folder sharing (people legged on to this computer can still access these

folders)
Changes button to
retain the alterations.

Password protected sharing

When password protected sharing is on, only people who have a user account and password on this
computer can access shared files, printers attached to this computer, and the Public folders. To give
other people access, you must turn off password protected sharing.

® Turn on password protected sharing
() Turn off password protected sharing v

| I%}Sa\.rechanges || Cancel




To add a new user on the Windows 2012 Standard Server, we select the Server
Manager button from the Task Bar and select Tools from the Dashboard. From

Adding a New User

the list we choose Computer Management.
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B Local Server

Il Servers

ile and Storage Services P

Server Manager

For Charm

i PROPERTIES

Manage Tools View

Component Services

Computer Management

Computer name

Workgroup

Windows Firewall
Remote management
Remote Desktop

NIC Teaming
Ethernet

Operating system version

Hardware information

Charm
WORKGROUP

Public: On

Enabled

Disabled

Disabled

192.168.10.230, IPv6 enabled

Microsoft Windows Server 2012 Standa
Dell Inc. OptiPlex 380

Defragment and Optimize Drives
Event Viewer

iSCSI Initiator

Local Security Policy

ODBC Data Socurces (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor

Resource Monitor

Security Configuration Wizard
Services

System Configuration

System Information

Task Scheduler

Windows Firewall with Advanced Security
Windows Memary Diagnostic
Windows PowerShell

Windows PowerShell (x86)
Windows PowerShell ISE
Windows PowerShell ISE (x86)

Windows Server Backup
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Local Users and Groups

If we want to add a
new user to the
Windows 2012 Server,
we need to put in a
new user account. We
can accomplish this
act by selecting Local
User and Groups in
the left pane. We can
see two folders, Users
and Groups appear in
the right pane.

We then double click
on the Users folder.

File Action VMiew Help

=% zE = HE

Computer Management

A Computer Management (Local
4 [} System Tools

[ IZEZI Task Scheduler

I+ @ Event Viewer

I @l Shared Folders

I | Local Users and Groups

I (%) Performance
=y Device Manager

a4 (=5 Storage

b Windows Server Backup

=% Disk Management
b T Services and Applications

| Mame

| Users

| Groups

Actions
Local Users and Groups

More Actions

.




Adding a New User

With the Users folder
selected, we observe the
existing accounts in the
right pane. Initially, there
are two accounts listed,
administrator which s
active and guest which is
presently disabled. To
make an administrator
account, we have to first
make a new user account
and then we make them
an administrator. Right
click in the right pane and
when the popup menu
appears, we can select
New User.
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File Action View Help

Computer Management

= #F &= B[

_I:I-

A Computer Management (Local
E [[’j System Tools
[ IZ:I-:II Task Scheduler
[ Event Viewer
[ ;53__ Shared Folders
4 Jel Local Users and Groups
| Users
| Groups
[ 'Z‘:"Eflil Perfarmance
i#x Device Manager
a4 =5 Storage
b s Windows Server Backup
=¢ Disk Management
= :: Services and Applications

< 1] >

Mame
& A dministrator
#, Guest

Full Mame

Description
Built-in account for administeri

Built-in account for guest acces

Mew User...

Refresh

Export List...

View 4
Arrange lcons 4

Line up lcons

Help

Creates a new Local User account.

Actions
Users =
Maore Actions »



The New User Window

We will create an account for our evening
network administrator by typing in their user
name. In the corporation, we already have a
number of employees with the J Smith name so
our new account will have the first initial and the
last name along with the number 4. We type in
JSmith4 for the username.

We key in the person full name as Jeff Smith
along with the description of night shift
administrator.

Next, we have to assign and confirm a password
to the account. The secret phrase must meet the
smart password criteria we previously setup. The
first time Jeff Smith logins to the account, he will
have to create his own smart password.

We finish this window by pressing the Create
button.

Mew User

User name: |Jsm'rth4

Full name: |--|Eﬁ Smith

Description: |Nig|'rt Shift Administrator

Passward: ||-|||-||

Corfim password:

User must change password at next logon
User cannot change password
Password never expires

[ ] Account is disabled




Add a New User

We will create an account for our new
account by typing in their user name. In the
corporation, if we already have a number of
employees with the Mjones name so our
new account would have the first initial and
the last name along with the number 3. For
our first example, we type in MJones for the
username. Her full name is Mia Jones and
the description is Computer Specialist.

Next, we have to assign and confirm a
password to the account. The secret phrase
must meet the smart password criteria we
previously setup. The first time John Smith
logins to the account, he will have to create
his own smart password. We press the Create
button to continue.

Mew User

| MJlones?

User name:

Full name: | Mia Jones

Description: |C|:um|:n_rter Specialist

Passward: ||-|||-||

Corfim password:

User must change password at next logon
User cannot change password
Password never expires

[ ] Account is disabled




More New Users

When we press the Create button, the new
account is now in the server’s database. The
form is cleared so that we can manually add
another account. If we only needed the single
account, then close the form.

Mew User

User name: |

Full name: |

Description: |

Password: |

Corfim password: |

User must change password at next logon
User cannot change password
Password never expires

[ ] Account is disabled




New Account Properties

We can see in the Computer Management window, under the User folder in Local
Users and Groups that the new account is listed. To make changes to the new user’s
account such as adding them to the administrators group, we right click on their name
and we choose Properties from the list.

A Computer Management I;li-

File Action View Help

= 2 X0 B

A Computer Management (Local|| Name Full Name Description Actions
a System Tools A& pdministrator Built-in account for administering... e -
b (£) Task Scheduler #; | Guest Built-in account for guest access t..,

b ] Event Viewer & jsmitha Jeff Smith Night Shift Administrator More Actions

I @zl Shared Folders & Mlones?

Mlones3 -

4 @ Local Users and Groups Set Password...
S Users Mare Actions
. All Tasks 4
| Groups
b (8 Performance Delete
=4 Device Manager Rename
4 =5 Storage -
b 4 Windows Server Backug s gl
= Disk Management Help
I i oervices and Applications
< m >

Opens the properties dialog box for the current selection.



Member Of Tab

In the Member Of tab, we could press the MJones3 Properties [ 2 [
Ad d b Utto n an d t h € Se I eCt G rou pS Remote contraol I Remote Deshktop Services Profile Dialin
window will appear. One of the groups in Generl | MemberOf | Pufie | Envronment | Sessions
the Windows server is administrators, so Member of.

we could type that in the textbox and e

press the OK button. In our example, our
new associate is just a member of the
users group.

Changes to a user's group membership
Bemove are not effective urtil the next time the
user logs on.

0K || Canesl Apply Help




Make a Folder

In this example, we -Iirﬂ Users B |
will make a folder e s
-1

. . '::E:'_I,' ;v Computer » Local Disk (C:) » Users » W C',;| | Search Users 0 |
called Mia Jones in "

_ . Mame Date modified Type Size
- Favorites &

the Users folder of B Deskiop | Administrator 4472013856 AM File folder
:03 PM  File folder

. . & Downloads , Mia Jones 6/17/2013 12:
the C' drlve' ) Public 7/26/2012 1:05 AM  File folder

£ Recent places

- Libraries
3 Documents
J‘i Music
= Pictures

E Videos

1% Computer
i, Local Disk (C)
e 2012DI15K (D2)
—a Local Disk (E:)
%% DVD RW Drive (F:)

&.‘E MNetwork

3 iterms 1 itermn selected State: ?,?, Shared




Sharing the Folder

To share the folder we just
made, we right click on
the file and we chose
Share with and Specific
People from the list.

NN L Users
“ Home Share View
:(-:' - 1t | . v Computer » Local Disk (C:) » Users v ('4| | Search Users » |

‘¢ Favorites Name Date modified Type Size
B Desktop . Administrator 474720 56 AM File folder
4 Downloads . Mia Jones TEETEE203 PM O File folder
. ; Open — -
= Recent places J Public 1:03 AM  File folder

Open in new window

= Libraries Pin to Start
= Documents Share with » | G | Stop sharing
rJ"- Music Restore previous versions Jeff Smith
= Pictures Include in library 4 | 3 Specific people..
E Videos Send to >
" Cut

18 Computer

= Copy
= Local Disk (C:)
= 2012DISK (D3 Create shortcut
s Local Disk (E) Delete
L% DVD RW Drive (F) Rename
Properties
Gi_i Metwork

3 items 1 item selected State: 7,?.. Shared




File Sharing

We type mjones3 (the account
username) and press the Add button.

Choose people to share with

Type a name and then click Add, or click the arrow te find someone,

v|[ Add

Permizsion Level
Read/Write
Owner
Read =

Choose people to share with

Type a name and then click Add, or click the arrow to find someone.

v|[ Add

MName Permission Level

2 Administrator Read/Write

82, Adrninistrators Owner @S'_‘BIE | | Cancel
82 Everyone Read +

E»é Mia Jones Read/ Write + i

I'm having treuble sharing




Permission Level

There are two permission
levels for users, read and
read/write. A reader can just
view the document. A person
who has read/write authority
can add and modify the files
they add.

22 File Sharing

Choose people to share with

Type a name and then click Add, or click the arrow to find somecne,

W Add

Mame

2 Administrator

Permiszion Level
Read/Write +

52 Administrators Chwner
#2 Everyone Read +
i £ MiaJones Read/Write

I'm having trouble sharing

| '?:;'Share || Cancel




Prompts for Type of Sharing

You can be prompted
whether the shared
folder is private or
public. Converting
the folder can take
several minutes.

Network discovery and file sharing .

93 Do you wantto turn on network discovery and file sharing for all
= public networks?

No, make the network that | am connected to a private network

Metwork discovery and file sharing will be turned on for private networks, such as
those in homes and workplaces,

Yes, turn on network discovery and file sharing for all public
networks

Cancel




Folder is Now Shared

At this window, we can opt
to email or copy the links to
a clipboard so we can
inform the users that they
can access the folder. At the
bottom, we can see the
“Show me all the network
shares” hyperlink.

(«) =3 File Sharing

Your folder is shared.

You can £-mait someone links to these shared items, or copy and paste the links into another program.

Individual ltems ~

Mia Jones

Show me all the network shares on this computer.




Adding a User to a Shared Folder

_ - (O
To add a wuser to an | i+ Users |- |
. . Home Share View @
existing shared folder, we “ | :
(€) - T| . v Computer » Local Disk (C:) » Users v O | Search Users 2 |
rlght CI ICk On the fOIder ' Favorites Name - Date modified Type Size
a nd we Select Share fo rm B Desktop | Administrator 3856 AM  File folder
& Downloads . Anderse — Y2013 1214 PM  File folder
the list. 5] Recent places  MiaJon| | 0P _ /201312:03PM  File folder
| Public O_pe” in new window File folder
= Libraries Pin to Start
3 Documents Share with 4 @ Stop sharing
J Music Restore previous versions Jeff Smith
le=| Pictures Include in library 3 3 Specific people...
& Videos Send to 4
/M Computer Cut
&, Local Disk (C3) Copy
= 2012DISK (D:) Create shortcut
= Local Disk (E:) Delete
% DVD RW Drive (F) Rename
Properties
E‘l_i Metwork
4 itermns 1 item selected State: 73. Shared




Change Sharing Permission

This time we pick sharing
permissions. We just add
mjone3 to the list.

Choose people to share with

Type a name and then click Add, or click the arrow to find somecne.

Permission Level
Read/Write +
Owner

Choose people to share with

Read

Read/Write +

Type a name and then click Add, or click the arrow to find someone.

MName Permission Level

2 Administrator Read/Write +
2 Administrators Cwiner
2 Everyone Read +
L Jeff Smith Read =
| 2 Mia Jones Read/Write ¥ !

I'm having trouble sharing




Add Folders for Every User

If we checked the Add
Roles and Features wizard,
we can now see that we
have added the File and
Storage Services role to
the Windows Server 2012
computer.

Add shared folders for all
the wusers in your file
server

Installation Type

Server Selection

Add Roles and Features Wizard

Select one or more roles to install on the selected server.

Roles

[] Active Directory Domain Services

[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Application Server

[] DHCP Server

[] DNS Server

[] Fax Server

| File And Storage Services (Installed

[ Hyper-v

[ Network Policy and Access Services

[ Print and Document Services

[] Remaote Access

[] Remote Desktop Services

[= T |

DESTIMATIOMN SERVER
Charm

Description

Active Directory Certificate Services
(AD CS) is used to create
certification authorities and related
role services that allow you to issue
and manage certificates used in a
vanety of applications

< Previous | | Next >

Cancel




Access the File Server

We select our file server
on the network. We type
in the username
(MJones3) and password.
We can access the
MJones3 and Anderson
Project folder. However,
we can open the Crobbins
folder since we do not
have rights to the files in
this directory.

*d Homegroup

/M Computer
£, Local Disk (C)
e 2012DI5K (F3)

k"I_i Metwork
/M CHARLESROBBINS
M CYCLOPS
/M DRAGOMLORD-PC
7 INVISION
/M JOURNEE

Metwark Error

Windows cannot access \WQUANTUM\CRobbins

You do not have permission to access WOUANTUMACRobbins, Contact your network

administrator to request access,

For more information about permissions, see Windows Help and Support

Close

pilable

[F=% ECR =3
@u-vl_‘l." » Metwork » QUANTUM » v|+,|| Search QUANTUM =
Organize MNetwork and Sharing Center View remote printers B ~ [ -Z@Z-
= Recent Places - ) )
EE;:"'”‘ 547 HP Laser)et 2200 Series PCL 5
= Libraries B - -
= Documents Jones Project J5mith
@' Music Share Share
k=| Pictures
B videos /
=% Send To OneNote 2010
e




