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Setup Security Policies

To add a new user on a Domain Controller on the Windows 2012 Standard Server, we &
select the Server Manager icon form the Task Bar. Then we pick the Tools button from =
the Dashboard and Active Directory Users and Computers from the list.
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Active Directory Users and Computers
Window

To add a new user to the
Windows 2012 Server,
we need to put in a new
user account. We can
accomplish this act by
selecting User in the left
pane. We can see two
Groups and Users
appear in the right pane.
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Adding a New User

With the Users folder
selected, we observe
the existing accounts in
the right pane. To add
another user, right click
in the right pane and
when the popup menu
appears, we can select
New and then User.
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The New Object - User Window

We will create an account for our new
account by typing in their user name. In
the corporation, we already have a
number of employees with the John
Adams name so our new account will
have the first initial and the last name
along with the number 3. We type in
JAdams3 for the username.

We finish this window by pressing the
Next button.

MNew Object - User

J ) Create in:  Quark local/Users

First name: |J|:|hn | Initials: I:I
Last name: |f-‘u:|ams |
Full name: |J|:|hn Adams |
User logon name:

|iadam53| | | @Cuark local W |

lUser logon name (pre-Windows 2000):

|QLIAHK‘-. | |iadam53

| | Cancel




Password Setup

Next, we have to assign and confirm a
password to the account. The secret
phrase must meet the smart password
criteria we previously setup. The first
time John Adams logins to the
account, he will have to create his own
smart password.

MNew Object - User

J ) Createin:  Quark local/Users

Password: |||-|||-|

Corfim password: sssssnns

|User must change password at next logan
[ ] User cannot change password

[ ] Password never expires

[ ] Account is disabled

= Back ”

| | Cancel




The Summary Window

Next, we can see a summary window.
We can return to the previous
dialogue boxes by pushing the Back
button or we can accept the account
information by pressing the Finish
button.

MNew Object - User

J ) Createin:  Quark local/Users

When you click Finish, the fallowing object will be created:

Full name: John Adams
|User logon name: jadams3@Cuark local

The user must change the password at next logon.

« Back ” Finish

| | Cancel




General Tab

To make changes to the new user’s
account properties, we right click on their
name in the user folder and select
Properties from the menu.

We type the person’s job description,
office, office telephone number, office
email and web page. We press the Apply
button to set the data to the Active
Directory database.

John Adams Properties _
Member Of | Dial+n I Environment I Sessions
Remote control | Remote Desktop Services Profile | COM+

General | Address | Accournt | Profile | Telephones | Organization

; John Adams

did

Eirst name:
Last name:
Digplay name:
Description:

Office:

Telephone number:
E-mail:

Web page:

|f-‘u:|ams

|
|.J|:|hn Adams |
|
|

| | [ other.. |

| | [ other.. |

QK | | Cancel Apphy Help




Address Tab

The new user should have a valid mailing John Adams Properties [ » |
address that is shown in Active Directory. MemberOf | Diabn | Evvionment | Sessions
We type in their street, city, state, zip code Geizﬂgtjmﬁleﬁ || Af::uf Te:kr:ifesiwi:;:ﬂ; IIOrg;:::zr:;nn
and country. We can also add a post office

box in the suitable textbox. Srest 1257 Front & 2

P.O. Box: |
City: |C|:|Iuml:|us

Zip/Postal Code: |432m

|
|
Stateprovince: |Ohiu:| |
|
|

Country/region: |§L|n'rteu:| States Y]

OK || Cancel || pply | Hebp




Account Tab

In the Account tab, we will set the
individual's logon hours and the
computer or computers they can
logon to.

We visit this tab when their account is
locked and we want to unlock it.

We can also disable the account by
scrolling down the Account options
list and checking the box. This should
be done with employees on vacation
and who have been terminated.

John Adams Properties _

Member Cf | Dialdin I Environment I Sessions

Remote control I Remote Desktop Services Profile | COM+

General I Address | Account | Profile | Telephones | Organization

User lagon name:

| | | @Cuark local W |
IUser logon name (pre-Windows 2000):

|QUARK: | |iadams3 |
| Logon Hours... | | Log On To... |

[ ] Unlock accourt

Account options:

IUser must change password at next logon -
[ ] User cannet change password

] Password never expires

[ ] Store password using reversible encryption "

Accournt expires
(%) Never
O End of Fiday . July 19,2013 B- |

OK || Cancel || pply || Hep




Permitted Logon Hours

In the Accounting
department, the staff is
allowed access to their
office from 7 am to 10
pm, Monday through
Saturday. After selecting
Logon Hours in the
Account tab, we highlight
the hours that we should
not be in the office and
opt for the Logon denied
radial button.

Al
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday

Saturday

Logon Hours for John Adams

4 Q

Monday through Saturday from 10:00 PM to 12:00 AM

12:2-4-6-8-10-12-2-4-6-38-10-12

3 o]

I () Logon Pemmitted

® {ogon Denied:




Permitted Workstations

After selecting Log On to in the Account tab,
we can opt to allow the user to logon to any
computer or we can restrict them to their
own machine.

In some compamies, we assign individuals to
their own computers, so we pick the
following computers and we add the
computer name. We could assign all
computers in the accounting department to
their staff.

Logon Workstations _

In Computer name, type the computer’s MetBIOS or Domain Name
System (DNS) name.

This user can log on to:

Computer name:

oK || Cancel




Profile Tab

We will make a home folder for James by
assigning a drive letter and a path to the
user’s folder. The path should be \\server
name\shared folder name\username. In
our example, we made a shared
accounting folder on the quantuml
server and after applying the home
folder, the jadams3 folder is created.

We will leave the roaming profile path
and login script empty.

John Adams Properties _
Member Of | Dial+n I Environment I Sessions
Remote control | Remote Desktop Services Profile | COM+
General I Address | Accournt | Profile | Telephones | Organization

|ser profile

Profie path: | |

Logon script: | |

Home folder

() Local path:

(®) Connect: | S W | To: |"-."-quarﬂum"-au:u:Durﬂing"-qadams3

OK || Cancel || pply || Hep




Telephone Tab

We enter the new user’s home, pager,
mobile (cell), department fax and IP
phone numbers. We type any specific
instructions for contacting the person in
case of emergency in their department.

John Adams Properties

B

Member Cf

Dialdin I Environment

I Sessions

Remote control

| Remote Desktop Services Profile

General I Address | Accournt | Profile | Telephones | Organization

Telephone numbers

COM+

Home:  |614-996-4789 | [ other.. |

Pager: | | [ other.. |

Mobie:  [614-223-2565 | [ Other.. |

Fac | | [ other.. |

IP phone: | | [ other.. |
Notes:

OK | [ Cancel || Apply




Organization Tab

We type the new user’s title, department
and company name in the suitable
textboxes. We also add their manager
name by clicking on the Change button
and adding the supervisor’s username.

John Adams Properties

B

Member Cf

| Dialdin I Environment

Sessions

Remote control | Remote Desktop Services Profile

COM+

General I Address | Accourt | Profile | Telephones | Drganization

Job Tile: |Leau:| Accourtant |
Department: | Accourting |
Company:  |Quantum |
Manager
Name: | |
Propetties Clea
Direct reports:

OK | [ Cancel || Apply




Remote Control Tab
John Adams Properties _

We will enable remote control of the MemberOF | Dain | Envionmeni | Sessions
C“entls SeSSion General | Address I Accourt | Profile | Telephones | Crganization
: Remote contral | Remote Desktop Services Profile | COM=

|Ise this tab to configure Remaote Desktop Services remote control settings.

To remotely control or observe a user's session, select the following
check boo:

[+ Enable remote control;

To require the user's pemission to control or observe the session, select
the following chechk box:

I¥ Require user's pemission
Level of control
Specify the level of contral you wart to have over a user’s session
7 View the user's session

* Irteract with the session

OK || Cancel || pply || Hep




Remote Desktop Services Profile Tab

We did not make any changes to the
Remote Desktop Services Profile Tab

John Adams Properties _

Member Cf | Dialdin I Environment I Sessions
General I Address I Account I Profile I Telephones I Crganization
Bemote coritral | Remote Desktop Services Profile | COM+

|Use this tab to configure the Remote Desktop Services user profile.
Settings in this profile apply to Remote Deslktop Services.

Remote Desktop Services User Profile
Profile Path:

Remote Desktop Services Home Folder

{* |ocal path |

" Connect: To:

[ Deny this user permissions to log on to Remate Desktop Session Host
server

OK || Cancel || pply || Hep




COM+ Tab

We did not make any changes to the
COM+ tab.

General I Address | Account | Profile | Telephones | Crganization

Member Cf | Dialdn I Environment I Sessions

Remote control | Remote Desktop Services Profile | COM=

This user is a member of the following COM+ partition set:

Partition Set

Znone>




Member of Tab

In the Member Of tab, we press the Add
button and the Select Groups window
will appear. One of the groups in the
Windows server is accountants, so type
that in the textbox and press the OK
button. Now, we can see that John
belongs to the Domain Users and

accountants groups.

John Adams Properties

B

Remote control | Remote Deslktop Services Profile

| coms

General | Address | Account | Profile | Telephones | Crganization

B

Member Of | Dialdn Environment Sessions
Member of:
MName Active Directory Domain Services Folder
Accountants Cuark local

Domain Users Quark local/Users

Select Groups
Select this object type:
|Gn::ups or Built4n security principals | | Object Types... |
From this location: Add. | | Remove
|Guar|-:.lc:|:al | | Locations. .. |
ary group: Domain Users

Enter the object names to select (2xamples):

Accourtants

| Check Mames

oK

|| Cancel |

E1 Fnmary Laroup

applications.

There is no need to change Primany group unless
you have Macintosh clients or POSE¥-compliant

OK | [ Cancel || Apply




Dial In Tab

We will allow for dial in access for John to

John Adams Properties _

. Remote control | Remote Deslktop Services Profile | COM+
Work at home' The remote access we WI” General I Address | Account | Profile | Telephones | Organization
use is the Virtual Private Network. MemberOf |  Diadn | Envionment |  Sessions

Metwork Access Pemission

" Alow access

" Deny access

{* Control access through NPS Network Policy:

| Verfy Caller-1D:
Callback Options

* Mo Calback
(" Set by Caller (Routing and Remote Access Service only)

" Always Callback to:

| Assign Static |P Addresses

Define |P addresses to enable for this |
Dialin connection.

[ Apply Static Routes

Define routes to enable for this Dialdin |
connection.

OK || Cancel || oy | H

a1l




Environment Tab

Presently, we will not start any specific
program for the client. We can add a
company web page to be launched at the
beginning of the session.

John Adams Properties

B

Remote control | Remote Deslktop Services Profile

COM+

General I Address | Account | Profile I Telephones | Crganization

Member Of | | Environment |

Dialdn

Sessions

|Use this tab to configure the Remote Desktop Services startup
environment. These settings overide client-specified settings.

Starting program

[ iStart the following program at logon:;

Client devices
Iv¥* Connect client drives at logon

Iv¥ Connect client printers at logon
Iv Default to main client printer

OK | [ Cancel || Apply

Help




Sessions Tab

. . = ?
The Session Tab will handle how long a John Adams Properties [ I
new user can be on the Server and What Remote contral | Remate Desktop Services Profile | COM=+
. . General I Address | Account | Profile | Telephones I Organization
happens during extended logons and idle MemberOf | Diokin |  Emviowmemt | Sessions
time.

USE': this tab to set Remote Deslktop Services timeout and reconnection
For our new user, we will never end a e
disconnected session in 15 minutes. We End a disconnected session: |15 minutes =l
will limit active sessions to 24 hours and

idle sessions to 30 minutes.

Active session limit: |1 hiaur j
|dle session limit: 30 minutes | ﬂ

When sessions limits are reached or

When a session limit is reached or connection is broken:

broken, we will end the session. And we ™ Disconnect from session
will allow reconnection from any client ¥ End gession
com p u te r. Allow reconnection:

{*+ From any client
{" From originating client anfy

OK || Cancel || pply || Hep




New Client Finished

The new user is now entered into
Active Directory.

Add three more users to the
Organizational Units in the Domain.




