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Open Ports on SQL Server 2012 

We will want to open the following TCP 
inbound and outbound ports on the SQL 
server. 

 

TCP Ports 80, 135, 443, 1433, 1434, 2382, 
2383 and 4022 will need to be opened. 

 

We will want to open the UDP inbound and 
outbound 1434 port on the SQL server. 

 

 

 

 



Network and Sharing Center 

Open the Network and 
Sharing Center window 
and click on the Windows 
Firewall hyperlink. 



Windows Firewall 

On the Windows Firewall 
window, we select the 
Advance Settings hyperlink.  



Windows Firewall with Advanced 
Security 

Then we highlight the 
Inbound Rule text in the 
left pane and we will see 
the New Rule link  in the 
far right pane. Click on the  
New Rule hyperlink. 



New Inbound Rule Wizard 

On the New Inbound Rule 
Wizard, we opt for Port so 
we can open the TCP ports. 

 

Then we choose the Next 
command button. 



Specify TCP Ports 

Next, we select the TCP 
option button and then we 
specify the ports 80, 135, 
443, 1433, 1434, 2382, 
2383, 4022 as shown in the 
image. We place a comma 
between each port 
number. 

 

Press the Next button to 
advance. 



Allow the Connection 

We will keep the “Allow the 
connection” option button 
selected.  

 

Push the Next button to go 
on. 



Domain., Private and Public 

We can see the checkboxes 
for Domain, Private and 
Public are annotated. We 
will except the default and 
we press the Next button 
to continue. 



Name and Description 

Name the rule SQL Server 
Inbound Ports and put the 
port numbers in in the 
description. 

 

We will press the Finish 
button to add the rule to 
the inbound list. 



New Rule Listed 

We can see our new rule at 
the top of the list. Now we 
need to open the 1434 
UDP port. Highlight the 
Inbound Rule text in the 
left pane and we will see 
the New Rule link  in the 
far right pane. Click on the  
New Rule hyperlink. 



New Inbound Rule Wizard 

On the New Inbound Rule 
Wizard, we opt for Port so 
we can open the UDP 
ports. 

 

Then we choose the Next 
command button. 



Specify TCP Ports 

Next, we select the UDP 
option button and then we 
specify the port 1434 as 
shown in the image.  

 

Press the Next button to 
advance. 



Allow the Connection 

We will keep the “Allow the 
connection” option button 
selected.  

 

Push the Next button to go 
on. 



Domain., Private and Public 

We can see the checkboxes 
for Domain, Private and 
Public are annotated. We 
will except the default and 
we press the Next button 
to continue. 



Name and Description 

Name the rule SQL Server 
Inbound Ports and put the 
port numbers in in the 
description. 

 

We will press the Finish 
button to add the rule to 
the inbound list. 



New Rule Listed 

We can see our new 
rule at the top of the 
list. Now we need to 
open the TCP port. 
Highlight the Outbound 
Rule text in the left 
pane and we will see 
the New Rule link  in 
the far right pane. Click 
on the  New Rule 
hyperlink. 



New Outbound Rule Wizard 

On the New Outbound 
Rule Wizard, we opt for 
Port so we can open the 
TCP ports. 

 

Then we choose the Next 
command button. 



Specify TCP Ports 

Next, we select the TCP 
option button and then we 
specify the ports 80, 135, 
443, 1433, 1434, 2382, 
2383, 4022 as shown in the 
image. We place a comma 
between each port 
number. 

 

Press the Next button to 
advance. 



Allow the Connection 

We will keep the “Allow the 
connection” option button 
selected.  

 

Push the Next button to go 
on. 



Domain., Private and Public 

We can see the checkboxes 
for Domain, Private and 
Public are annotated. We 
will except the default and 
we press the Next button 
to continue. 



Name and Description 

Name the rule SQL Server 
TCP Ports and put the port 
numbers in in the 
description. 

 

We will press the Finish 
button to add the rule to 
the Outbound list. 



New Rule Listed 

We can see our new rule at 
the top of the list. Now we 
need to open the 1434 
UDP port. Highlight the 
Outbound Rule text in the 
left pane and we will see 
the New Rule link  in the 
far right pane. Click on the  
New Rule hyperlink. 



New Outbound Rule Wizard 

On the New Outbound 
Rule Wizard, we opt for 
Port so we can open the 
UDP ports. 

 

Then we choose the Next 
command button. 



Specify TCP Ports 

Next, we select the UDP 
option button and then we 
specify the port 1434 as 
shown in the image.  

 

Press the Next button to 
advance. 



Allow the Connection 

We will keep the “Allow the 
connection” option button 
selected.  

 

Push the Next button to go 
on. 



Domain., Private and Public 

We can see the checkboxes 
for Domain, Private and 
Public are annotated. We 
will except the default and 
we press the Next button 
to continue. 



Name and Description 

Name the rule SQL Server 
Outbound Ports and put 
the port numbers in in the 
description. 

 

We will press the Finish 
button to add the rule to 
the Outbound list. 

 

Our new rule is at the top 
of the list and we can close 
the Firewall window. 


