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Event Viewer Window

Nearly everything that happens to the server or the Domain can be read in a report if we are
tracking the occurrence. We can see many samples of these snapshots in the Event Viewer.
We can reach the window by clicking on Event Viewer on the Administrative Tools menu.
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Windows Logs - Application

Open the Windows Log folder and highlight Applications. These events shown in the
middle pane are logged by applications on the Windows Server. Double click on the top
report.
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Event Properties — Event 1003

The properties window
for the first event will
open. We will see two
tabs, general and
details. The general tab
has an event ID and
other important data
about the event such as
level which are
information, warning,
error, success audit and
failure audit. All error
need to be researched
followed by warnings.
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Network Administrators check the servers regularly and solve server errors as they

arise.




Event Properties — Details Tab

The details tab will show more
information about the event in a

"General Details
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Application Log Properties

Server Administrators can
receive directives from
senior managers to change
the Windows Server log
size. We right click on
Application in the left pane
and we pick properties
from the menu and the
Application log properties
window will appear. To
change the maximum log
size, we would enter the
number of kilobytes in the
textbox. There is a Clear
Log button to erase the
log.

Log Properties - Application (Type: Administrative)

Full Mame: Application

Log path: I%S}rstemF{DDt?r&\SystemBE\WinM\LDgs\Applicatian.eVbc
Log size: 207 MB(2,166,784 bytes)

Created: Thursday, April 26, 2012 2:47:12 PM

Modified: Tuesday, June 19, 2012 3:21:41 AM

Accessed: Thursday, April 26, 2012 2:47:12 PM

¥ Enable logging

Maximum log size [ KB ): ?_Il]dﬁﬂﬁ
When maximum event log size is reached:

{* Overwrite events as needed [oldest events first)

" Archive the lag when full, do not overwrite events

" Do not overwrite events { Clear logs manually )

Clear Log

0]4 I Cancel

Appl;




Application Log - Subscriptions Tab

This would enable us to
get a log from another
server.

Log Properties - Application (Type: Administrative)

Configure your computer to receive and log events from another computer. Create a new or edit an existing
subscription by clicking the appropriate button below.

General :

Subscriptions 0 Total.
MName | Status | Type | Source Com... | Description
Create._. Properties. . Delete | Disable | Retny | Refresh |
oK I Cancel | Apply |




Windows Logs - Security

Open the Windows Log folder and highlight Security. These events shown in the
middle pane are logged from security polices on the Windows Server.
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Security Log Property

Again, administrators can
receive directives from
senior managers to
change the Windows
Server log size. We right
click on Security in the left
pane and we pick
properties from the menu
and the Security log
properties window will
appear. To change the
maximum log size, we
would enter the number
of kilobytes in the textbox.
By default, when the log is
filled, the oldest record is
deleted.

Log Properties - Security (Type: Administrative)

Eull Marme: Security

Log path: %SystemRoot %) System32\Winevt\ LogshSecurity. evi
Log size: 10407 MEB(109,121 536 bytes)

Created: Thursday, April 26, 2012 2:47:12 PM

Modified: Wednesday, June 20, 2012 12:36:56 PM

Accessed: Thursday, April 26, 2012 2:47:12 PM

¥ Enable logging

Maximum log size (KB ) 1310?2i’
When maximum event log size is reached:

' Overwrite events as needed (oldest events first)

= Archive the Ing when full, do not ovenwrite peente

" Do not ovenwrite events { Clear logs manually )

Clear Log

QK I Cancel

Appl;




Windows Logs - Setup

Open the Windows Log folder and highlight Setup. These events shown in the middle

pane are logged from setup

on the Windows Server.
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Setup Log Property

We right click on the Setup
Log in the left pane and we
pick properties from the
menu and the Setup log
properties  window  will
appear. To change the
maximum log size, we would
enter the number of kilobytes
in the textbox. We can opt to
archive a log and do not
overwrite the existing log or
we can manually clear the log
and have no overwrite.

Log Properties - Setup (Type: Operational)

General | subscriptions |

Eull Marne: Setup
Log path: I%Systemﬂnot%\S}fstemRE\Winevt\Lngs\Setup.evbc
Log size: 68 KB(59,632 bytes)
Created: Thursday, April 26, 2012 2:49:03 PM
Modified: Tuesday, June 19, 2012 3:19:01 AM
Accessed: Thursday, April 26, 2012 2:49:03 PM
¥ Enable logging
Maximum log size (KB ): ngﬁ

When maximum event log size is reached:

¢ Owerwrite events as needed (oldest events first)
" Archive the log when full, do not overwrite events

£ Du pul uverwrile evenls ( Clear luys manually )

Clear Log

oK I Cancel Apply




Windows Logs - System

Open the Windows Log folder and highlight System. These events shown in the middle
pane are logged from system problems on the Windows Server.
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System Log Property

We right click on the
System Log in the left
pane and we pick
properties from the menu
and the System log
properties window will
appear. To change the
maximum log size, we
would enter the number
of kilobytes in the textbox.
After setting up a new
server in the lab, we can
clear the logs right before
putting the machine into
action. Then we will not
have setup events in the
history.

Log Properties - System (Type: Administrative)

al | Subscriptions |

Eull Mame: Systemn
Log path: %SystemRoot3e\ System3 2\ Winevt\ Logs| System, evix
Log size: 20.00 MB{20,975,616 bytes)
Created: Thursday, April 26, 2012 2:47:12 PM
Modified: Tuesday, June 19, 2012 3:21:41 AM
Accessed: Thursday, April 26, 2012 2:47:12 PM
¥ Enable logging
Magimum log size [ KB ) 20480i’

When maximum event log size is reached:
{* Overwrite events as needed (oldest events first)
" Archive the lzg when full, do not overwrite events

" Do not overwrite events { Clear lzgs manually ]

Clear Leg

Ok I Cancel

Appl;




Windows Logs — Forwarded Events

Open the Windows Log folder and highlight Forward Events and we see there are
none in the middle pane.
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Forwarded Events Log Property

We right click on the
Forwarded Events Log in
the left pane and we pick
properties from the menu
and the Forwarded Events
log properties window will
appear. To change the
maximum log size, we
would enter the number of
kilobytes in the textbox.

Log Properties - Forwarded Events (Type: Operational)

| Subscriptions |

Full Mame: ForwardedEvents
Log path: FasystemRoot ¥\ System32\Winevt\Logs\ForwardedEvents. evix
Log size: 68 KB(69,632 bytes)
Created: Wednesday, June 20, 2012 4:54:33 PM
Modified: Wednesday, June 20, 2012 4:54:33 PM
Acceszed: Wednesday, June 20, 2012 4:54:33 PM
¥ Enable [ogging
Maximum log size ( KB ): 20430ﬁ

When maximum event log size is reached:
{* Overwrite events as needed (oldest events first)
" Archive the log when full, do not overwrite events

" Do not overwrite events [ Clear logs manually }

Clear Log

oK I Cancel Apply




Application and Services Log
- DNS Server

Open the Application and Services Log folder and highlight DNS Server and we see
there are events in the middle pane.
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DNS Server Log Properties

We right click on the DNS
Server Log in the left pane and
we pick properties from the
menu and the DNS Server log
properties window will appear.
To change the maximum log
size, we would enter the
number of kilobytes in the
textbox.

Log Properties - DNS Server (Type: Administrative)

Eull Mame: DS Server
Log path: ZeSystemRoot 36\ System32\ Winevt\ LogshDNS Server.evtx
Log size: 68 KB(69,632 bytes)
Created: Wednesday, May 09, 2012 4:19:36 PM
Modified: Tuesday, June 19, 2012 3:22:32 AM
Accessed: Wednesday, May 09, 2012 4:19:36 PM
¥ Enable logging
Maximum log size (KB J: lﬁ384ﬁ

When maximum event log size is reached:
{* Ovenwrite events as needed (oldest events first)
" Archive the log when full, do not overwrite events

" Do not overwrite events [ Clear logs manually )

Clear Log |

OK I Cancel

Apply




Recommended Log Sizes

Microsoft recommends these maximum log sizes on the

http://support.microsoft.com/kb/957662 website that

was released September 11, 2011

Approximate

Recommended | Recommended . Recommended
. . . . maximum .
Operating maximum size | maximum total logging rate maximum log
system for each log in | size for all logs EEING size to view in
kilobytes in kilobytes (events per kilobytes
Y Y second) y

Windows
Server 2008, 4,194,240 16,776,960 2,000 4,194,240
32-bit versions
Windows
Server 2008, 4,194,240 16,776,960 5,000 4,194,240

64-bit versions

Recommended settings for event log sizes in Windows Server 2003, Windows XP, Windows Server 2008 and Windows Vista,
September 11, 2011, Microsoft, June 21, 2012, < http://support.microsoft.com/kb/957662 >




